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<Angle Brackets>

' 8(" 8" " (2" 2

(oo CoCnooarn
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/<server_name>/webmail

Values that you need to supply are sometimessisigpangle brackets. For example

http:/

Numbered and alphabeti
lists versus bullets

Z(T\(ijumbered and alphabetized lists denote stépkotodrbwhile bullets provide information.

press as well as a keyboard stroke. For ex@kple: Cl ortypeinti®e "
field.

The boldface font indicates a button, a lidkpadiber user interface element to cli

ck or

Code

This smaller font indicates code to write or exantple:

Italics

Indicates a document or section, a directarfilpatr,the name of a window. For ex
Open thévar/opt/scaliglderOr: Th&eplyscreen appears.

ample:
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Message Delivery Rules
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Installing ClamAV

¢ &+ (" (
g" " 8" ("
( .. " & .+ -
& .+
- & .+/ 4
( . ? 5
8 ( 8" !
4 (" . & .+ "
22 2 . ( ( 8
. /| > 0 % @ 18
8 (" 8
; & .+ - .
0 455((( %" 5 5% 5 1 ( .
"'C D "C .D"C D "'8"

On some versions of SUSE, simply adding thine@ggotp file does not give the user

the required group rights. If so, change tHergtmupscan user to be the group, scalix.
To do this, edit theéc/passwiile.

Installing Other Anti-Virus Programs
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Configuring ClamAV for Use with Scalix
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Creating a Virus-Scanning Rule Set
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4 " " 8 ("

Each rule must be on a single line and therbecangdilank lines.
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After starting the service router, a test i3 elosigre that the virus scanner can access a
Scalix-owned file. If not, the router abortsh€lesent logs (omshowlog) and use the
debug logging configured in the file ~/sys/afigvscan.

Configuring Non-Delivery Notification
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Copying and Modifying the Scan File
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Setting Up the Mapper Script
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Specifying File Types to Exclude
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How SpamAssassin Works
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Changing the Configuration File
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Adding SpamAssassin to Startup on Boot
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Confirming SpamAssassin is Working
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48 ( ' 8" ' 4" 8(" 8
( #) *
An attempt is made to submit a message frotstreciiies in . If the
SUBMIT specified ideader , the wording of the header inserted is:

X-Scalix-Suspicious-Hus$tname-or-IP-address

An attempt is made to submit a message serdwtfitbotitation or after a failed
ANONYMOUS authentication. If the  specified ideader , the wording of the header inserted is:
X-Scalix-Anonymous-Messageh@simame at date

An attempt is made to submit a successfullicatgtienessage. Normally only used
with théccept andHeader actions. If the specified ldeader , the wording
AUTH_SUCCESS of the header inserted is:
X-Scalix-Authenticated-Sender:

email-address; authenticated by hostname at date

An attempt is made to submit a message whickegafuly authenticated, but the
originator name does not match the authentécatachaslf the specified is
AUTH_MISMATCH Header , the wording of the header inserted is:
X-Scalix-Authentication-Mismatch:

Message originated feonail-addressut authenticated identéyniil-address

An attempt is made to relay a message throdjiRttiRefy. Normally, you would
specify all local hosts in the associated , so that they can all send messages
any external host, and any external host caessanggsto the local hosts. A rela
attempt from the host on which the SMTP Gatmwmiagiss always accepted. The
SMTP Relay always inserts a stdRelegtved: header in the message, so a
Header is not required.

T

RELAY
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( #) *

An attempt is made to submit a message frowhasesermail address matches the
specified. Use this event to block mail fromduroasiof spam. If the

specified ideader , the wording of the header inserted is:

X-Scalix-Suspicious-Origirerttail-address

ORIGINATOR

An attempt is made to submit a message to asesermdil address matcheshe
RECIPIENT specified. Use this event to block mail taemtredisesses. If the  speci-
fied iHeader , it will be ignored.

SMTPFILTER has only one state and that's TRY&u 8dd the following line:
SMTPFILTER=TRUE

SMTPFILTER to the ~/sys/smtpd.cfg file. It causes the S&TB Ratd the incoming message pff to
Sendmail. As a result, inbound messages willdsegibrough any installed sengdmail
milters (malil filters), such as SpamAssassin.

Accept The message is unconditionally acceptecessdgpnormally.

The message is deferred, wi¥Xacode. Eventually, the sending host will cease tran

Defer mitting it, and will reject it.

The message is accepted but then discardedndiithtion to the sending host that it

Discard was not delivered.

The message is accepted, but an extra heaglgéeds e wording of the header
Header

depends on tHe
Reject The message is rejected, 34K eode.

The hostname pattern identifies the origina(imgtheslestination host in the cage of
Hostname-pattern the SMTP relay event). It is used for all exepBRYGINATORaNdRECIPIENT.
Possible values are described lifodteame Pattern section.

The e-mail address pattern identifies the soesteation e-mail address, used only for
theORIGINATORandRECIPIENT events. For example:
*@*.spam.net  matcheg@ama.spammer@]lotsof.spam.net.
* matches all e-mail addresses.

Email-address-pattern

"8 " 6 (R o
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w
w
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W WWWWWW
w
# AUTH_SUCCESS An attempt is made to submit a successfully
# authenticated message
# AUTH_MISMATCH An attempt is made to submit a successfully
# authenticated message butthe originatorname does not
# match the authenticated name
# ANONYMOUS An attempt is made to submit a message sent without
# authentication or after failed authentication
# SUBMIT An attempt is made to submit a message from the hos t
# specified in pattern
# RELAY Anattemptis madeto relay amessage throughthe S MTP
# Relay
# ORIGINATOR An attempt is made to submit a message from a user
# whose email address matches pattern
# RECIPIENT An attemptis made to submitamessagetoauserwh ose
# email address matches pattern
w
W WWWWWWW
W -#'&
W WWWWWWW
w
# Accept The message is unconditionally accepted and process ed
# normally

# Defer The message is deferred with a 400 code
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# Discard The message is accepted but then discarded
# Header The message is accepted, but an extra header is
inserted
# Reject The message is rejected with a 500 code
W# (; 7 X 7
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How To Prevent Message Spoofing From Internal Hosts
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Blocking Mail For Specific Recipients
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PAM Configuration File Syntax
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One of the four types (three used by Scalix).

auth — Whether or not authentication is required.

account — Whether or not a user account name is required.
session — Not used but required.

password — Whether or not a password is required.

module-type

Defines how every stacked module contributegeiath&uccess or failure of the d
tion. There are four values for this field:

required — This module is required for authenticatoadd.su

optional — The result of this module is used onhaiktinerether modules retu
ing results.
sufficient
requisite

control-flag

— If the module succeeds, stop processing anddeliesn success
— If the module fails, stop processing modrdagariailure.

pera-

A relative or absolute path to the PAM shayetidibude with or without its .so suff
Scalix-PAM, path names are interpreted rétaahigctdix/lib/secuwityile in standard
Linux PAM they are relatifldbtsecuritee the next table for the parameters.

module-path

ix. In

A list of arguments passed to the PAM modulARvegdule supports at least a
generic arguments.
nullok — Allows empty passwords to be used.

args

few
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PAM Modules that Scalix Supplies

? 6

T
g o
& 8("

6_

48 (

8("

88" " (((

09 09 (1

"#"$ #% &"
The main Scalix module. Authenticates agacaittdSERLIST directory.
The om_auth PAM module provides authentictitioalityragainst the Scalix interpal
USERLIST directory in the following way:
» The authentication function of the module as&s fitrea password, encrypts it, and
checks it against the UL-PWD attribute in USERLIST.
< The account function checks if the passwagpsethtthe account is not locked, and
om auth no other restrictions exist.
- » The password function enables the user tohehpagsword in USERLIST. It updiates
the UL-PWD and UL-SASL-PWD attributes. (hedatted by SMTP, IMAP, angd
LDAP authentication when using the more secargt®h8tation.) For SMTP, this is
the only supported authentication method.tRiatheaiication is not allowed.
» The UAL layer canonicalizes the user nammot@Hesimat. So the username the
PAM module works on contains at least the Xat) Rame, Mail-node, and Com-
mon Name.
om_ldap A Scalix version of the standard Lindappaodule.
om_krb5 A Scalix version of the standard m&eulefos 5.
# 9%H( #% &"
pam_permit Always allow. (Useful if stackirigeid.yequ
pam_deny Always deny. (Useful if stacking &k yequire
pam_if Conditionally stack.
pam_listfile Allows if user is part of a tesefilesibaple list.
& #  # %HE% &"
. Allows if Scalix user associated with callenséyNDXs either root or a Scalix adminis-
om_admin
- trator user.
om_unix2om When this is stacked with om_admwénidtacINIX user ID into a Scalix User 1.
om_diag Support special authentication modesuimpdonecontain.
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+ V# #

#) *  # %H% &"

om_omZ2authid Convert a Scalix user ID into gicatighadentifier. (Useful if stacking isdtequire

£ &HY% &"

pam_radius_auth  Not supported in Scalix PAM usedLilesx PAM modules instead.

am smb Not supported in Scalix PAM modules; use Limod&#l&Minstead. When using a
pam_ dows NT domain authentication, see “Using thebpaothdModule” on page 52.
pam_unix Not supported in Scalix PAM modulegx i&eMLimodules instead.

Win-

PAM Modules that the Operating System Supplies
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Allows Microsoft Outlook and Scalix Web Acsdssauieenticate against an extefnal
ual.remote o
authentication server.
omslapdeng Allows Scalix Web Access personatcdetaearched.
Allows users coming in through SMTPD to aethgatitsttan external authentication
smtpd.auth
server.
pop3 Allows POP3 users to authenticate agateshalnsexrver.
%
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Configuring LDAP Authentication for Clients
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Final Configuration
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Integrating Scalix with Windows NT Authentication
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About Kerberos Authentication
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Single-Sign-On Kerberos Authentication
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To implement even higher security, implemeabetios athentication protocol as described
in the “Authentication” chapter.
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Spam Protection
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Configuring the Apache Web Server for use witix Scal
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If you have enabled SuSEfirewall2, do not épgethe firewall for SSL-enabled Apache on
port 443. This can be done via YaST by navi§atngty and Users > Firewall > Allowed
Services. Add HTTPS Server to the list of Adtoiged.S
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Installing Scalix Tomcat Connector
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Opening Ports
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Scalix recommends closing port 80 to extécndhtegfbrt must remain open internally
as some Scalix services require it.
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Installing stunnel

Setting up stunnel for use with Scalix
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Configuring stunnel for POP3, IMAP, and LDAP
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You can run the application ScalixForestPrép seteevel parameters for different
results. With --install, it installs the exteWstbnsregister, it registers the GUI exten-
sions. With --force, it forces the reinstdlidtoschema changes. If you run it without
any parameters, it only gives you the status

The new schema extensions do not become athigenartdatory waiting period
expires. The length of that waiting period depgndssetup, but is always at least five
minutes. This interval is maintained so thti@isaok changes will not upset current
processes. Active Directory can take a longissmrtimate the new Scalix extensions
through the system. Key factors include theohdabain controllers, the number of
Active Directory servers, and connection speeels betwork resources. Additionally,
the older the Windows OS underneath Activg, Eiestower the full update; Windows
2000-based systems require a complete Actory Batadtase resynchronization while
Windows 2003-based systems take less time atepchpages. Your Active Directory
system can update in minutes—or a weekend.
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If you are setting up synchronization on eeBealisuaning v10 of Scalix, enter an
address without the 8080 port number: httpsfalpoumailserver FQDN>/caa/
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Ideally, you will already have verified thy w$abiti authentication ID and password by
logging into Scalix with Scalix Administratdle @ng this administrator account.
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This newly configured Active Directory/Scaliniaiiin is uni-directional; Active Direc-
tory records are downloaded to Scalix. Thihatgemsdan use Scalix utilities to fully
manage Scalix-generated user and group recgodsstuild only use Active Directory
to manage all your Active Directory-generatdidétetords. Changes made with other
utilities will be erased in the next synchronizatio
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Deletion of users and groups totally erasesdsllaied user data, such as e-mail.
You can use the Scalix command-line interfaicaia @hange Active-Directory-specific
records on the Scalix server, but any changaiseyareraverwritten in the next Active
Directory/Scalix synchronization. RememberpugeuScatix utilities to fully manage
Scalix-generated user and group records, boatigousghActive Directory to manage all
your Active-Directory-controlled records.
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[1.1.10] scalixScalixObject True if this is amabgged by Scalix.
[1.1.11] scalixMailnode The mailnode that igHisstiject.
[1.1.12] scalixAdministrator True if this usardrabagiministrator capabilities.
[1.1.13] scalixMailboxAdministrator True if thés usailbox administrator capabilities.
[1.1.14] scalixServerLanguage The languagerfty-skevd communications.
[1.1.15] scalixEmailAddress A multivaluedniail @idelresses for this mailbox.

The maximum size of the mailbox in MB -- @teenskefault,

[1.1.16] scalixLimitMailboxSize |\ ion i unlimited. Typical values are betwd@nat@dl GB,

[1.1.17] scalixLimitOutboundMail True if Seatixtbem near limit on outbound mail.
[1.1.18] scalixLimitinboundMail TRUE if Sgatikitdrind mail upon limit reached.
[1.1.19] scalixLimitNotifyUser TRUE if Scafixuserowvhen limit is reached.
[1.1.20] scalixHideUserEntry TRUE if this einegtdsyto be hidden from the CDA.
[1.1.21] scalixMailboxClass Set to “full” df thneivatrol class, or leave it blank for default.
48 ( 7 -
5' 6-
+ 6 .
[1.2.10.23] scalixUserClass Auxiliary clagsitdsattriextend the User class.

[1.2.11.24] scalixGroupClass Auxiliary clabsit#fsattr extend the Group class.
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Idap.attribs

LDAP attribute mapping file. This file definapphng between LDAP attribute names
Scalix internal attribute names.

5 and

slapd.conf

LDAP Server.

LDAP Server configuration file. This file gesstbaticontrol the runtime behavior of the

dit.cfg

Directory configuration file. This file sgezifi@me of the Scalix directory and the def
suffix used by some of the Scalix directory @mmand

ault DN
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omldapadd

+ ) -

Add one or more entries to an LDAR directo

%

omldapdelete

Delete one or more entries from dinelciy

omldapmaodify

Modify an LDAP directory entry.

omldapmoddn

Modify the DN of an LDAP entry.

omldapsearch

Search an LDAP directory.
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About Directory Synchronization
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Synchronization is not possible with dirediogessax.500 Directory access points
(marked as X500 in the omlistdirs command).
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omaddds Add a directory synchronization agreement.
omdelds Delete a directory synchronization agreement
omlistds List directory synchronization agreements.
ommodds Modify a directory synchronization agreement
omresyncds Resynchronize a directory.
omshowds Show details of a directory synchragizatioant.
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Creating Directory Synchronization Agreements
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It is recommended to manually trigger a re-satichrdrthere occurred many changes
in a short time period. For example, if you fobetdsers from one to another mailnode
or if significant PDL administration was pefffotimie®. a re-synchronisation run omre-

syncds, as described later in this chapter.
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See the man page for each command for moremfmchekamples. For example, enter
man omresyncds
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If you make any changes to the sendmail.cheuiiéraake’, you must run the command
omsendin to ensure that the Scalix rules ateaakdetb the sendmail.cf file.
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Unless your localization files are part of di§dlition, you need to back up the
changed files before the next upgrade. If yipyala fites will be lost.
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Using Custom Analyzers
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Hosted Company Linked to Mailnode (OU1)
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A Hosted Company Cannot Span Multiple Servers
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Upgrading Existing Scalix Servers is Not Supported
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Turning Hosting On and Off
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Turning off hosting allows any user to see trgyairaptory and also the contents of all
public folders.
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Adding and Deleting a Hosted Company
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